
Cyber Security, 
Safety & More



Cybersecurity & safety
How to be safe online



What is 
Cybersecurity?

▪ Cyber security is the study of how to 
protect yourself on all devices

▪ This includes scams, hacks, theft and 
more

▪ Scams come in many forms, but there 
are many ways that you can protect 
yourself
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How do I protect myself 
online?
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Easy ways to protect yourself 
from scams can be to:

- Do not open an emails 
that you don’t recognize

- Do not give your 
passwords to anyone

- Do not click on Pop up 
Ads

- Use two factor 
Authentication



Why do I need a 
strong 
password?

Having strong passwords are very 
important as they are your first line of 
defense when being scammed. 

A strong password will prevent your 
information getting out into the world
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How to build a 
strong password
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How to build a strong password:

1. Play with letters and numbers 
(in an order you can remember) 

2. Use commonly allowed symbols

3. Use smiley faces 
Examples of strong passwords

★ ABT2_uz_AMZ! (About to use Amazon) 
lots of symbols, easy to remember

★ 2BorNot2B_ThatIsThe?  (To be or not to 
be, that is the question) 
Famous quote with a unique spin. 

Another tip
Sometimes play with your keyboard. If you can 
remember that your password is a “W” on you 
keyboard, you are more likely to create a strong 
password that is easy to remember



Digital Footprint



What is a digital 
footprint?

A digital footprint is a trail of data you create 
while using the Internet. 

It includes the websites you visit, emails you 
send, and information you submit to online 
services

This information can be easily traced and 
accessed by your employers, parents, and others. 
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Managing your 
digital footprint
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1. Show digital citizenship - the best way to manage your digital footprint is to be kind online. 
Digital footprints are inevitable and forever, make sure you leave a good one.

2. Know that sending is like publishing–forever - whether you have pressed clear history or 
not, your data will always be somewhere. Be smart about what you post, send and share online

3. Use digital tools to aid you- A VPN is a great way to protect your digital footprint.  Browsing 
from behind a virtual private network, or VPN, puts a layer of thick fog between online activity 
and real-world identity.

4. Skim the terms and conditions - when you press “Accept” you may not know what you are 
agreeing to.  Skim over the terms and condition to make sure your information is not being 
shared. 

5. Check & clear your cookies - You should check this regularly to see if any strange sites are 
sending you cookies. If so, you may be able to block them in your browser’s settings. If you can’t, 
there are a number of different plug-ins available that will help you control cookies better.

For more information 
click here or here

https://www.teachthought.com/the-future-of-learning/11-tips-for-students-tomanage-their-digital-footprints/
https://justcreative.com/2016/05/09/8-tips-to-effectively-manage-your-digital-footprint/


Cyberbullying



What is cyber 
bullying?

Cyberbullying is bullying that takes place 
online. 

Unlike bullying in the real world, online 
bullying can follow the child wherever 
they go, via social networks, gaming and 
mobile phone.
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Signs of 
cyberbullying
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No single sign will indicate for certain that 
someone you know is being bullied, but 
watch out for:

1. being afraid to go to school, being 
mysteriously 'ill' each morning, or 
skipping school

2. not doing as well at school
3. being nervous, losing confidence, or 

becoming distressed and withdrawn
4. problems with eating or sleeping



Who is at risk? 
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Anyone can be bullied for any 
different reason

The most common reasons for 
cyberbullying include:
● race or ethnic background
● gender
● sexual orientation.

70% of student report seeing cyber bullying of 

others

34% of students have been cyberbullied

Girls are twice as likely to be cyberbullied

Children are a 7X a higher risk for cyberbullying

Higher risk of depression from cyberbullying

9x higher risk of identity fraud from 

cyberbullying



Videos
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http://www.youtube.com/watch?v=6ctd75a7_Yw
http://www.youtube.com/watch?v=Ps3Cefys0Kc


What should I do if I observe cyberbullying?
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Say Something
Stick up for the student being bullied
Tell the bully to stop

Report the incident to your counselors or a teacher that you trust
Upper Moreland Counselors: 
Amy Purcell apurcell@umtsd.org
Brittany Charles bcharles@umtsd.org 
Noelle Baratta nbaratta@umtsd.org
Lisa Vesper lvesper@umtsd.org 

Hotlines:
National Suicide Prevention Lifeline at 1-800-273-TALK (1-800-273-8255) 
LGBT National Youth Talkline at 1-800-246-PRIDE (1-800-246-7743)
TRANS LIFELINE at 877-565- 8860

mailto:apurcell@umtsd.org
mailto:bcharles@umtsd.org
mailto:nbaratta@umtsd.org
mailto:lvesper@umtsd.org


Resources Referenced
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https://www.webroot.com/us/en/resources/tips-articles/how-do-i-create-a-strong-password
https://us.norton.com/internetsecurity-how-to-5-ways-you-can-help-yourself-stay-secure-online.html 
http://clipart-library.com/clip-art/transparent-question-marks-20.htm 
https://www.pinterest.com/pin/442408363387032992/?nic_v2=1a4z0vFy4 
https://www.teachthought.com/the-future-of-learning/11-tips-for-students-tomanage-their-digital-footprints/ 
https://www.getsafeonline.org/protecting-yourself/ 
https://www.metroparent.com/daily/parenting/parenting-issues-tips/michigan-anti-cyberbullying-law-what-it-means-for-kids-and-familie
s/ 
https://www.youtube.com/watch?v=6ctd75a7_Yw 

https://www.webroot.com/us/en/resources/tips-articles/how-do-i-create-a-strong-password
https://us.norton.com/internetsecurity-how-to-5-ways-you-can-help-yourself-stay-secure-online.html
http://clipart-library.com/clip-art/transparent-question-marks-20.htm
https://www.pinterest.com/pin/442408363387032992/?nic_v2=1a4z0vFy4
https://www.teachthought.com/the-future-of-learning/11-tips-for-students-tomanage-their-digital-footprints/
https://www.getsafeonline.org/protecting-yourself/
https://www.metroparent.com/daily/parenting/parenting-issues-tips/michigan-anti-cyberbullying-law-what-it-means-for-kids-and-families/
https://www.metroparent.com/daily/parenting/parenting-issues-tips/michigan-anti-cyberbullying-law-what-it-means-for-kids-and-families/
https://www.youtube.com/watch?v=6ctd75a7_Yw

